MPUNJTOXXEHWE Ne 4

K MpuKasy JenapTameHTa 06pa3oBaHus
oT 15 IIOH 2018 2018 Ne

NMH®OPMALUVMOHHAA MAMATKA
ANA OBYUARKOLWNXCA ANA PASMELLEHNA
HA ODNUNATIbHBIX MHTEPHET-PECYPCAX

C KaXabIM rofloM MOMIOAEXN B UHTEpPHeTe CTaHOBUTLCS GO/bLUE, a LUKO/b-
HUKM OfHW U3 CaMbIX aKTMBHbIX Mofb3oBaTenein PyHeTa. Mexagy Tem, MOMUMO
OFPOMHOI0 KOJINYeCTBa BO3MOXXHOCTEW, MHTEPHET HeceT ¥ npobnembl. ITa NamsT-
Ka [O/mKHa NoMoYyb Tebe 6e30nacHO HaxXoAUTLCA B CETU.

KomnboTepHble BUPYChI

KOMNbIOTEPHbIA BMPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm,
OT/INYNTENIbHOM OCOOGEHHOCTBLIO KOTOPOI ABNAETCA CMOCOOHOCTb K Pa3MHOXEHWIO.
B fONOSHEHME K 3TOMY, BUPYCbl MOTFYT MOBPEAUTL WM MOMHOCTHH) YHUUTOXUTb
BCe (haitfibl N faHHble, NOAKOHTPO/bHbIE MO/b30BaTE/N0, OT MMEHN KOTOPOro Obla
3anylleHa 3apaXeHHas nporpaMmMa, a Takke MNOBpeAuTb WU AaXKe YHUUTOXUTb
onepaumoHHY0 CUCTEMY CO BCEMU (hainamm B uenioM. B 60MbLUMHCTBE Cry4vaeB
pacnpoCcTpPaHATCA BUPYChl Yepe3 MHTEPHET.

MeToabl 3almMTbl OT BPeAOHOCHbIX NPorpamMm:

1. Vcnonb3yii coBpemMeHHbIE OnepauvoHHblE CUCTEMbI, VMMEIOLNe Cepbes-
HbIli YPOBEHb 3alMTbl OT BPEAOHOCHbIX NPOrpamMm;

2. TloCTOAHHO ycTaHaBMBal nadty (LUUdgpoBble 3ansaTku, KOTOpble aBTo-
MaTU4eCKN yCTaHaBNMBAKOTCA C Le/bio 4opaboTKuM nporpaMmmbl) U gpyrme o6HOB-
NEHNs CBOeW onepauyoHHOM cucTembl. CkaumBail UX TOMBKO C OULMASIbLHOIO
cainTa paspabotunmka OC. Ecnv cyLleCTBYeT peXum aBTOMaTUYecKOoro o6HOB/e-
HWSI, BK/IKOYM €rO;

3. PaboTaii Ha CBOeM KOMMbIOTEPE MOA npaBamMu Monb3oBaTens, a He afamu-
HUCTpaTopa. ATO He MO3BOMUT GO/LLUMHCTBY BPEAOHOCHbLIX NMPOrpaMM WUHCTa/N-
poBaTbCA Ha TBOEM MEPCOHA/IbHOM KOMMbHOTEPE;

4. cnonb3yii aHTUBMPYCHbIE NPOrpaMMHble NMPOAYKTbI M3BECTHbLIX MPOU3-
BOAWTENEN, C aBTOMATUYECKUM 0BHOB/IEHMEM 6a3;

5. OrpaHnyb (M3NYECKMiA JOCTYN K KOMMbIOTEPY A/ NOCTOPOHHUX NInL,;

6. icnonb3yin BHeLWIHWe HOCUTENM MHopMaLMK, Takme Kak giewlka, AMUCK
unu haiin n3 MHTepPHeTa, TO/IbKO M3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He OTKpbIBali KOMMNbHOTEPHbIE (haisibl, NOMYUYEHHbIE N3 HEHAAEXKHbIX UC-
TOYHMKOB. [axe Te (hai/ibl, KOTOpble NPUCNan TBOW 3HAKOMbIA. Jy4lle YTOUYHN Y
Hero, OTNPaB/sAa /i OH Tebe ux.

Cetnn WI-FI

Wi-Fi - aT0 He BMf Nepefayn faHHbIX, He TEXHOMOIMA, a BCero b 6peHa,
mapka. Ewe B 1991 rogy HuaepnaHAckas KOMMaHWA 3aperncrpupoBasia bpeH[
«WECA», uTo 0603Ha4vanio cnosocovetaHue «Wireless Fidelity», KoTopblii nepe-
BOAMTCS Kak «6ecnpoBofHas TOYHOCTb».

[0 Hawlero BpemeHu gollna apyras abopeBmatypa, Kotopas SABASETCA TaKoM



e TexHonoruen. 3710 abbpeBnatypa «Wi-Fi». Takoe Ha3BaHMEe OblIO0 [aHO C
HaMeKOM Ha CTaHAapT BbICLUE 3BYKOBOW TeXHUKWM Hi-Fi, 4TO B nepeBoje o3Hava-
eT «BbICOKast TOYHOCTb».

[a, 6ecnnaTtHbIi MHTEPHET-AOCTYN B Kage, OTeNsX WU aspornoprax ABsercs
OT/INYHON BO3MOXXHOCTbIO BbIXO4a B MHTEpPHeT. HO MHOrme 3KcnepTbl CUMTAMOT,
4yTo obuenocTynHble Wi-Fi ceTn He ABNAKOTCA 6€30MacHbIMU.

CoBeTbl N0 6e30nNacHOCTM paboThbl B 06LLEeA0CTYNHbIX ceTax Wi-fi:

1. He nepepnaBaii CBOKO NMYHYO MHGOpPMaLMIO Yepe3 obulenoctynHble Wi-Fi
ceTn. PaboTas B HUX, XKenaTe/lbHO He BBOAUTL Maposn AOCTyna, NOrMHbl U Kakue-
TO HOMEpa,;

2. Vicnonb3yih n 06HOBNAN aHTUBUPYCHbIE NporpamMmbl U 6paHamayep. Tem
cambIM Tbl 06e30nacuLLb cebs OT 3aKauku BUpYyca Ha TBOE YCTPOMCTBO;

3. Mpun ncnonbzoBaHun Wi-Fi oTknoum gyHKunio «O6wmii goctyn K ai-
nam n npuHTepam». JaHHas (hyHKUMA 3aKpbiTa N0 YMOSIYaHUIO, OAHAaKO HEeKOTO-
pble Monb30BaTe/In aKTUBUPYIOT ee AN yAo6CTBa UCMONb30BaHUSA B paboTte wmnu
yuebe;

4. He wvcnonb3yin nybnmuHblin WI-FI gns nepegayum NMYHbIX [aHHbIX,
HanprmMep 415 BbIXO4a B COUMasIbHbIE CETU WUWN B 3/IEKTPOHHYHO NOYTY;

5. icnonb3yin TONbKO 3aumuleHHoe coeanHeHne vepe3d HTTPS, a He HTTP,
T.e. npn Habope Beb-aapeca BBOAM UMEHHO «https://»,

6. B MOOGWILHOM TenegoHe OTKAUN YHKLUMIO «[logknodeHre K Wi-Fi aB-
TOMaTMyeckn». He gonyckain aBTOMaTUYeCKOro MOAK/IKOYEHUs YCTPOMCTBA K Cce-
M Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumasibHble CETU aKTMBHO BXOAAT B HaLly >XW3Hb, MHOTMe Nltoau paboTaroT
N XXUBYT TaM MOCTOSIHHO, a B Facebook y»ke 3apermctpupoBaH MUINnaps YesoBsex,
4TO AB/IAETCA OAHOW CeAbMOW BCeX XKuUTenein nnaHetbl. MHOrne rnonb3oBaTenn He
MOHMMAtOT, YTO MHMOpPMaLMA, pasMelLleHHas UMW B COUMa/IbHbIX CETAX, MOXXeT
OblTb HailfleHa U MCMNOJb30BaHa KeM YrogHo, B TOM 4uc/ie He 06sa3aTenibHO ¢ 6/1a-
MMM HaMepPeHUSMMU.

OCHOBHbIle COBETbI M0 6e30MacHOCTU B COLMA/bHbIX CEeTAX:

1. OrpaHunyb CrnNCOK Apy3eil. Y Tebs B Apy3bsAX He AO/HKHO ObITb Cnydau-
HbIX 1 HE3HAKOMbIX NOAEN;

2. 3almuar CBoK YaCTHYHO XXM3Hb. He yKasbiBal Maponu, TenegoHbl, agpe-
ca, AaTy TBOEro POXAEHUA U APYTYIO IMYHYK0 MH{OpMauunto. 310yMbILLNEHHUKN
MOTYT MCNOJIb30BaTh AaXKe MH(OPMALUIO 0 TOM, KaK Tbl W TBOM POAMTENN M/1aHW-
pyeTe MPOBECTU KaHUKY/bI;

3. 3awmuian ceoro penyTauuio - AepXXu ee B YMCTOTe U 3ajaBail cebe BO-
npoc: xoTen 6bl Tbl, YTOObLI Apyrve MONb30BaTeNM BUAEN, YTO Tbl 3arpyxaellb?
Mogymai, npexae 4yem 4TO-TO ONy6IMKOBaTb, HaNMcaTb U 3arpy3nTsb;

4. Ecnu Tbl rOBOPUILLbL C NIKOABMW, KOTOPbIX HE 3Haellb, He WCMOoMb3yil CBOe
peasibHOe MMS U APYTYH JIMYHYIO UH(OpMaUUn: UMS, MECTO XKUTEeNbCTBA, MEeCTO
y4yebbl 1 npoyee;

5. MN3berain pasmewieHna otorpaduin B IHTepHeTe, rae Tbl M306paXKeH Ha
MECTHOCTU, N0 KOTOPOI MOXKHO OrpeaesinTb TBOe MeCTOMOOXKEHME;



6. Mpun perncTpaummn B coumnanbHOM ceTr HeobXoAMMO UCMO/b30BaTb C/I0XK-
Hble Maposin, COCToALLME U3 BYKB M LUMP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumasnibHOW ceTwn, MoYTbl W APYTUX CanToOB HEOOXOAMMO MCMOJb30-
BaTb pa3Hble Naponun. Torga ecnm Tebs B3NOMAtOT, TO 3/10YMbILLIEHHUKNA NonyyaT
[OCTYN TO/IbKO K OAHOMY MeCTY, a He BO BCe cpasy.

DNEeKTPOHHbIE AEHLIN

ONEKTPOHHbIE [EHbIV - 3TO OYEeHb YA0OHbIA CrOCco6 NnaTexen, oAHaKo Cy-
LLLECTBYHOT MOLUEHHWUKMN, KOTOpble XOTSAT NOMYYUTb 3TU AEHbIN.

ONEeKTPOHHbIE AeHbIM MOSABUINCL COBCEM HEAABHO U MMEHHO K3-3a 3TOro BO
MHOIMX rocyapcraax [0 CUX Mop He MPonmMcaHo Npo HUX B 3aKOHaXx.

B Poccum ke OHM (PYHKLUMOHMPYIOT M 0 HUX YXKe MPOonmMcaHo B 3aKOHe, rae
X pasfenstoT Ha HECKOJIbKO BWUAOB - aHOHWMHbIE ¥ He aHOHWMHble. PasHuua B
TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs NpoBOAUTL onepaumn 6e3
NaeHTUPUKaUMM Nonb3oBaTens, a B HEAHOHUMHbIX MAEHTUPUKaLMA NOoJb3oBaTesNs
ABNAeTCSA 0653aTe/IbHOMN.

Takxe crnefyeT pasninyaTb 3/IEKTPOHHbIE (PUaTHble AeHbIM (paBHbI rocyaap-
CTBEHHbIM Ba/IlOTaM) W 3NEKTPOHHblE HeuaTHble AeHbrn (He paBHbI rocygap-
CTBEHHbIM Ba/llOTaMm).

OCHOBHbIle COBETbI M0 6e30MacHO paboTe C 3/1EKTPOHHbIMU AeHbramu:

1. TpMBSHKM K CYETY MOOW/bHBLIA TeNneoH. 3TO cambli YAOOHbLIA U ObICT-
Pblii CNOCO6 BOCCTAaHOBUTL AOCTYM K cyeTy. NpuBa3aHHbIA Tened)oH NoOMOoXeT, ec-
nn 3abyfewlb CBOM MaTeXHbIA Mapo/ib UAW 3aifellb Ha CalT ¢ He3HaKoOMOro
YCTPOWNCTBA;

2. icnonb3yin ogHopa3oBble naposn. ocne nepexofa Ha YCWUIEHHYHO aBTo-
pr3aunto Tebe yxke He By[eT YrpoXaTb ONacHOCTb KpaXku WM MepexBaTa nnaTex-
HOro napons;

3. Bbibepn cnoxHbIli naponb. pecTynHuMKam OyfeT He NpPOCTO yrajaTb
CNOXHbIN Naponb. HageXXHble naponuv - 3T0 Naposiv, KOTopble COAEpXKaT He MeHee
8 3HaKOB U BK/HOYAIOT B CeOS1 CTPOYHbIE U MPOMUCHbIE BYKBbI, LUGPbI U HECKOSIb-
KO CMMBOJIOB, TakKuMe Kak 3HaK fosnnapa, PyHTa, BOCKIMLATE/bHbIA 3HAK W T.M.
Hanpumep, StRONg!;;

4. He BBOAW CBOW NINYHbIE faHHbIE Ha caiiTax, KOTOPbIM He A0BepseLlb.

ONeKTpoHHaa noyTa

DNEeKTPOHHasA MoyTa - 3TO TEXHO/OMNMA U NpefocTaB/sieMble €0 YCnyru no
NnepecbInke W MoNy4YeHNIO 3/1IEKTPOHHBIX COOBLLIEHNA, KOTOPbIe pacrpenenstoTcs B
KOMMbIOTEPHON ceTU. OB6bIYHO 3M1EKTPOHHbIA MOYTOBLIA ALWMK BbIFSANT Cnegy-
oMM 06pa3oM: UMSA_MOoNb30BaTeN @uMs_AoMeHa. Takke KpoMe nepegadn npo-
CTOro TeKcTa, MMeeTCA BO3MOXHOCTb Mepeaasatb (haisbl.

OCHOBHbIe COBETbI N0 6e30MacHO paboTe ¢ 3/IEKTPOHHOW MOYTOMN:

1. Hago Bbi6paTb MpaBW/bHbIA MOYTOBbIA CepBUC. B WMHTEpHETe ecTb
OFPOMHbIV BbI6GOP 6ecnnaTHbIX NOYTOBbLIX CEPBUCOB, O4HAKO /lyylle A0BepATh TEM,
KO0 3Haelllb U KTO NepBblIli B PEATUHTE;

2. He yka3sblBail B IMYHOW MoYTe IMYHYO MHGopMauuto. Hanpumep, nydie
BbIOpPaTh «My3blKa/lbHbIV_haHaT@» Unn «pok2013» BMECTO «TeMal3d»;

3. Vcnonb3yh [BYyxaTanHyk aBTopu3auuvto. 3TO Korga nomMumMo napons



HY>XHO BBOAWUTb KO, NPUCbINaeMblii no SMS;

4. Bblbepyn CNOXHbIA Naponb. [0S KaXAoro no4YTOBOro ALMKa AO/MKEH ObITb
CBOW HaAEeXHbI, YCTONUMBBIA K B3/IOMY Naposib;

5. Ecnn ecTb BO3MOXHOCTb HammcaTb CaMOMY CBOWM JIMYHbIA BOMPOC, MC-
NONb3Yi 3Ty BO3MOXXHOCTDb;

6. Vicnonb3yil HECKO/IbKO MOYTOBbIX AWMKOB. [epBbliA Ans 4acTHOW nepe-
MUCKM C agpecaTtaMu, KOTOPbIM Tbl AOBepsiellb. JTO 3MIEKTPOHHbIN afpec He Hago
MCMNOMb30BaTb NPU PerncTpaumn Ha opymax v canTax;

7. He oTKpbiBali halinbl U gpyrue BMOXEHUS B NMUCbMaX, JaXKe ec/in OHWU
ApuWAM OT TBOMX ApYy3ei. Jlyylle YTOUHW Yy HWUX, OTAPAaBASAN N OHW Tebe 3Tu
(haninel;

8. lNocne OKOH4YaHWS paboTbl Ha MOYTOBOM CepBMCE Mepes 3aKpbiTUEM
BK/IaJKN C caiTOM He 3abyb HaXKaTb Ha «BbIATH».

KnbepbynnvHr nnm BupTyanbHOE N34eBaTeNbCTBO

KnbepobynnnHr - npecnefoBaHne COOOLLEHMAMK, codepKallmmn ockopbe-
HWS, arpeccuto, 3anyruBaHue; XynMraHcTBO; couManbHOe 60MKOTUPOBaHME C Mo-
MOLLIbHO Pa3/IMYHbIX UHTEPHET-CEPBMCOB.

OCHOBHbIe COBETbI N0 6opbOE ¢ KN6epOYNIMHIOM:

1. He 6pocaiica B 60i. JTyuLumii cnocob: NocoBeTOBaTLCA Kak cebs BECTU W,
eC/IN HEeT TOro, K KOMy MOXHO 06paTUTbCs, TO BHadasne YCNoKOoUTbCA. Ecnn Tl
HayHelb OTBeYaTb OCKOPOGMEHUSIMM Ha OCKOPOMEeHWUs, TO TOMbKO elle 60osbLue
pasoXOKeLlb KOH(INKT;

2. YnpaBnsii cBoel KnbeppenyTtaunei;

3. AHOHUMHOCTb B CETM MHMMas. CyLLeCTBYIOT CNOCOO6bI BbICHUTb, KTO
CTOWT 3a aHOHUMHbIM aKKayHTOM;

4, He CTOMT BECTU XYNUFaHCKUIA 06pa3 BUPTYa/IbHOM XXU3HWU. WHTepHeT
(hMKcHpyeT BCce TBOW [ENCTBUS U COXPaHAET UX. YAannTb MX OyAeT KpaiHe 3a-
TPYAHUTENbHO;

5. Cobntofain CBOK BMPTYa/lbHYH YeCTb CMOJOAY;

6. IrHopupyi eauHWYHBIA HeraTne. OAHOPa30Bble OCKOPOUTENbHbIE CO06-
LWEeHNs nyywle MrHopumposatb. OO6bIYHO arpeccus npekpawaeTcs Ha HayabHOW
cTaguu;

7. baH arpeccopa. B nporpammax o6meHa MIHOBEHHbLIMW COOGLLEHUAMN, B
coUMarnbHbIX CETSX €CTb BO3MOXHOCTb G/TOKMPOBKU OTMPaBKM COOGBLLEHNIA C ornpe-
[leNeHHbIX aapecos;

8. Ecnn Tbl cBuaeTenb KnbepbynnnHra. TBOW AeCTBMS: BbICTYNUTb NPOTUB
npecnefoBartens, NokKasatb emy, YTO ero AencTBMSA OLEHUBAKOTCA HeraTUBHO, MOA-
[lepPXXaTb YXEPTBY, KOTOPOI HY>XHa MCMXO0M0rMyeckass Nomollb, coobWwmMTL B3pOC-
NbIM 0 (PaKTe arpecCMBHONO MOBEAEHNS B CETU.

MoO6WbHbIN TenepoH

CoBpeMeHHble CMapT(OHbI 1 NAaHLWeTbl cogepykaT B cebe BMNOSHe B3POC/bIii
(hYHKLMOHas, N TEMepb OHM MOFYT KOHKYPMPOBaTb CO CTaUVMOHapHbIMU KOMMbIO-
Tepamn. OfHaKo, CPeACTB 3aliMTbl ANd MOA0OHbLIX YCTPOMCTB MOKa OYeHb Maslo.
TecTupoBaHMe W NMOUCK YA3BUMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCMBHO, Kak
ansa MK, To »xe camoe KacaeTcs 1 MOGU/IbHBIX MPUNIOXEHNIA.



CoBpeMeHHble MOGW/bHbIE Bpay3epbl YXKe NPaKTUYeCKU AOrHa/iv HacTo/b-
Hble aHasorn, OAHAaKO paclIMpeHne (yHKUMOHana BfievyeT 3a Co60M 60MbLUYHO
CNOXXHOCTb Y MEHbLUYHO 3aLLMLLIEHHOCTb.

[aneko He BCe NPOW3BOAUTENM BbIMyCKalOT OOHOBMEHUS, 3aKpblBatoLLMeE
KPUTMYECKME YS3BMMOCTM 19 CBOUX YCTPOMNCTB.

OCHOBHbIe COBeTbI A1 6e30NacHOCTM MOBUNBHOIO TeneoHa:

Huuero He siBNseTCcs No-HacToswemy 6ecniatHbiM. Byab OCTOPOXKEH, Befb
korga Tebe npegnaratoT 6ecnniaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKue-
TO NaTHble YCNyru;

Oymai, npexae yem otnpasuTb SMS, oTo Unn BUAeO. Tbl TOUHO 3HaeLLb,
rae OHW 6yayT B KOHEYHOM uTore?

Heobxoanmo 06HOB/ATL OnepauMOHHYK CUCTEMY TBOEro CMapT(OHa;

icnonb3yin aHTUBMPYCHbIE MporpaMmmbl 415 MOOU/bHBLIX TeNneq)OHOB;

He 3arpy»aii NpWIoXXeHUs OT HEM3BECTHOrO0 UCTOYHWUKA, Befdb OHW MOryT
cofepkaTb BpeAoHOCHOe nporpaMMHoe 0becreyeHue;

[Mocne TOro Kak Tbl BblAfELWb C CaiTa, rAe BBOAWA JIMYHYHO WUH(OPMaUMIO,
3aan B HACTPOKKK 6pay3epa n yaanu cookies;

Meprognyeckn npoBepsii, Kakue nnatHble YCAyrn akTMBMPOBaHbl Ha TBOEM
HOMepe;

[aBaii cBOli HOMep MOOMNLHOrO TeneoHa TOMbKO MOAAM, KOTOPbIX Thbl
3HaeLb N KOMY [0BepsieLLb;

Bluetooth fo/mkeH 6bITb BbIK/HOYEH, KOrga Tbl UM He Mnosb3yelwbes. He 3a-
OblBali MHOT4a NPOBepPATH 3TO.

Online urpsl

COBpEMEHHble OHJIaMH-UIPbl - 3TO KpacO4Hble, 3axBaTbiBaloLiMe pasBreye-
HUA, 00beANHAIOLLME COTHU ThICAY Ye/I0OBEK MO BCEMY MUpY. VIrpokn uccnenyrot
[JaHHbIA UM Mup, obLLatoTCa ApYr C APYroMm, BbIMOJHAKT 3a[aHus, CpaxaroTcs ¢
MOHCTPaM/ 1 MOMy4vatoT OMnbIT. 3a YA0BONLCTBME OHW MAATAT: MOKYNarT [MUCK,
onfaymsBaroT abOHEMEHT MU MPUOBPETAOT KakKne-To Onuun.

Bce aTu cpeacTBa MayT Ha NoAAepXKaHUe W pasBuUTME UTPbl, a TaKXKe Ha camy
6e30MacHOCTb: COBEPLLUEHCTBYIOTCS CUCTEMbl aBTOPM3aL MK, BbIMyCKAlOTCA HOBbIE
natum (LnMdgpoBble 3annaTky 418 NporpaMm), 3aKpbiBarOTCA YS3BUMOCTI CepPBEPOB.

B MoOfoOGHbLIX urpax CTOMT oOnacaTbCA He CTO/IbKO CBOWX COMEPHUKOB,
CKO/IbKO KpaXu TBOEro naposs, Ha KOTOPOM OCHOBaHa CUCTemMa aBTopum3auuu
60/bLUMHCTBA Urp.

OCHOBHbIe COBeTbl N0 6e30MacHOCTN TBOEr0 UIPOBOIr0 akKayHTa:

1. Ecnn apyron urpok BefeT ceba niaoxo uam co3gaeTt Tebe HEeNpUATHOCTU,
3a6/10KMPYIN €ro B CrMCKe UrPOKOB;

2. Moxanyincsa agMUHUCTpaTOpaMm Urpbl Ha MI0X0e NMOBeAeHUe 3TOro Urpo-
Ka, >KenaTeslbHO NPUIOXKMNTbL KakKue-TO [A0Ka3aTeNbCTBa B BUAE CKPUHOB,

3. He yKa3sbIBail IMYHYIO MHOPMaLMIO B Npodiaiine urpsl;

4. YBaxai Apyrux y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeohmmManbHble NaTym n Mogbl;

6. icnonb3yi CoXHble 1 pasHble Naponu;

7. [axke BO BpeMs Urpbl He CTOMT OTK/KOYaTb aHTMBUpYC. oka Tbl urpa-



elb, TBOM KOMMNbIOTEP MOrYT 3apasuTb.

@ULWNHT NN KpadKa NINYHbIX JaHHbIX

OO6bIYHON Kpaxkeh feHer U OOKYMEHTOB CErofHs y>e HUKOro He YAMBULLb,
HO C pPasBUTUEM WHTEPHET-TEXHOIOMNIA 3/I0YMbILLIEHHUKNA MEPEMECTUINCL B UH-
TEPHET, ¥ NPOAO/IKAOT 3aHUMATbLCA «/IH0OUMbIMY» [1e/I0M.

Tak nosBuIacb HoBas yrposa: WMHTEPHeT-MOLLUEHHUYeCcTBa WM (OULLNHT,
rnaBHas Le/lb KOTOPOro COCTOUT B MOSlyYeHUN KOH(DUAEHUNANbHBIX AaHHbIX MOJb-
3oBaTenein - NOrMHOB W naponeii. Ha aHrnninickom asbike phishing untaeTcs Kak
uwmnHr (ot fishing - pbibHas noens, password - Naposib).

OCHOBHbIe COBeTbI N0 60pb6e ¢ PULLMHIOM:

1. Cnegwn 3a cBOMM akkayHTOM. Ecnv Tbl NMofo3peBaellb, YTO TBOSA aHKeTa
OblNa B3/IOMaHa, TO Heob6xoAMMo 3ab6/10KMpoBaTh €e W COOBLNTbL aAMUHUCTPATO-
pam pecypca 06 3TOM KaK MOXHO CKOpee;

2. Vicnonb3yii 6e3onacHble Be6-CaiTbl, B TOM YUCME, UHTEPHET-MarasvHoB |
MOMCKOBbIX CUCTEM;

3. Vicnonb3yil cnoXkHble ¥ pasHble naponn. Takum obpa3om, ecnm Tebs
B3/IOMAKOT, TO 3/10YMbILLIEHHUKN NOyYaT AOCTYM TO/IbKO K OAHOMY TBOEMY Mpo-
(hnNko B CETU, a He KO BCEM;

4. Ecnu Tebsa B3NOMa/IM, TO HEOOXOAUMO MpeaynpeanTb BCEX CBOMX 3HAKO-
MbIX, KOTOpble f06aBfieHbl y Teba B ApYy3bAX, O TOM, YTO Te6s B3/lOMann W, BO3-
MOXXHO, OT TBOEro MMeHW OyfeT paccbinaTbCA cham U CCbIIKM Ha (DULLMHIOBbIE
CaThl;

5. YcTaHoBM HafexHblii naposb (PIN) Ha MOGUIbHbIN TeneoH;

6. OTK/OUM COXpaHeHne naponsa B 6paysepe;

7. He OTKpbIBail haiinbl U ApYyrve B/IOXKEHUS B MUCbMax, faXe eCc/n OHU
NPULIAN OT TBOMX Apy3eil. Jlyulle YyTOUHW Y HUX, OTNPaBAAAM M OHW Tebe 3Tu
(haiinsl.

Lingposas penyTayms

Lindposass penyTtaumsa - 3T0 HeraTMBHas WAM MO3UTUBHAA WHGoOpMauus B
cetn o Tebe. KomnpomeTumpytowiasa nHpopmayms, pasmeLlleHHas B UHTEpHeTe, Mo-
YKET Cepbe3HbIM 06pa3oM OTPasUTbCA Ha TBOEN peasibHOM »XM3HW. «Lludposas pe-
nyTauus» - 3T0 TBOW UMUK, KOTOPbIA hopMupyeTca U3 MHdopmaumm o Tebe B
NHTEPHETE.

TBOE MEeCTO XUTeNbCTBa, y4ebbl, TBOE (DMHAHCOBOE MOSIOXKEHME, OCOBEHHO-
CTW XapaKTepa u pacckasbl 0 6/IM3KUX - BCe 3TO HaKanjMBaeTCcs B CETW.

MHoOrne noAgpoCTKN NerkoMbIC/IEHHO OTHOCATCA K My6amMKaumMv MMYHON UH-
(hopmaumn B VIHTepHeTe, He MOHWMAas BO3MOXHbIX MOCNEeACTBUIA. Tbl faxe He
CMOXeLLb foragaTbCa 0 TOM, YTO (poTorpadmsi, pasmeLeHHas 5 net Hasag, ctana
MPUYNHONM OTKasza NpUHATb Tebst Ha paboTy.

KommeHTapun, pasmelleHne TBOMX (hoTorpaduin n gpyrue aeicTema MoryT
He MCYe3HYTb JaKe Moc/ne TOro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO coXpa-
HWUN 3Ty MH(OpMauuio, nonasa i OHa B NMOUCKOBbIE CUCTEMbI Y COXpaHUMach /v
OHa, a rfaBHOe: 4YTO MogymaroT 0 Tebe OKpy)Katoline fan, KOTopble HangyT u
YBUAAT 3T0. HaliTy MHGopmMaumio MHOIO IeT CYCTS CMOXET NIH060M - Kak 13 f06-
pbIX MOGYXXAEHWA, TaK U C HAMEPEHMEM MNPUYUHUTL Bped. DTO MOXET ObITb KTO



yrofHo.

OCHOBHble COBETbI MO 3aWuTe LUGPPOBOM penyTaLmu:

1. Moagymait, npexae 4em 4YTo-TO Ny6/IMKOBaTb U NepefasaTb y cebs B 6rore
W1 B COLMANIbHON CeTH;

2. B HacTpoikax npoduns ycTaHOBM OrpaHM4YeHUs Ha MPOCMOTP TBOEro
NPOUASA U ero COAEPXXUMOroO, cenan ero ToNbKO «Ans Apy3eins;

3. He pa3mellain 1 He ykasbiBail MH(OPMaLMIO, KOTOPas MOXET KOro-nvméo
OCKOpPO6MSTb MU 06UXKATb.

ABTOpPCKOe npaBo

COBpeMEHHble LUKOMIbHUKM - aKTWUBHble MO/Mb30BaTeNn LMUPPOBOro rnpo-
cTpaHcTBa. OfHAKO faneko He BCe 3HAT, YTO MOJSIb30BaHMe MHOrMMK BO3MOXKHO-
CTAMU LMdpoBOro mupa TpebyeT COO6MOAEHUSA NpaB Ha MHTENNEKTYa/IbHYH CO6-
CTBEHHOCTb.

TepMUH «UHTENNEKTya/lbHasd COOCTBEHHOCTb» OTHOCUTCA K pPa3/IMYHbIM
TBOPEHUSIM 4Ye/I0BEYECKOro yma, HauMHasi ¢ HOBbIX M300peTeHnid 1 3HakoB, 060-
3HavaroLMX COOCTBEHHOCTb Ha MPOAYKTbI U YCNYTU, U 3aKaH4YMBas KHUramu, ¢o-
Torpadmammn, KNHOUIbMaMn 1 My3blKa/lbHbIMW MPOU3BEAEHNSAMM.

ABTOpPCKME MnpaBa - 3TO MNpaBa Ha WHTENEKTYa/IbHYH0 COOGCTBEHHOCTb Ha
NpoOn3BeAEeHUSI HayKu, UTepaTypbl N UCKyccTBa. ABTOPCKUE Mpasa BbICTYNaOT B
KayecTBe rapaHTUn TOro, YTO UHTENNEKTYalbHbIN/TBOPYECKNA TPy aBTopa He Oy-
[leT HarnpacHbIM, 4acT eMy CnpaBef/MBble BO3MOXHOCTY 3apaboTarb Ha pesy/ibTa-
Tax CBOEro Tpyga, MonyymTb M3BECTHOCTb W Mpu3HaHWe. HUKTO 6e3 paspeLueHus
aBTopa He MOXXET BOCNPOW3BOAMTbL €ro rnpounsBefeHne, pacnpocTpaHaTb, Ny6amny-
HO [EeMOHCTpUpoBaTb, NnpojasaTb, UMMNOPTMPOBATb, MYyCKaTb B NPOKaT, My6/MYHO
MCNOJHATL, NOKa3bIBaTb/UCMONHATL B 3(iMpe 1K pasmellatb B VIHTepHeTe.

icnonb3oBaHWe «nNMpaTCKOro» nporpamMHOro obecrnevyeHnss MOXXeT npuee-
CTU K MHOTMM pPUCKaM: OT MNOTepu AaHHbIX K TBOMM aKKayHTam [0 OG/IOKMPOBKU
TBOEro YCTPOWCTBA, rAe yCTaHOB/IeHa HeferasbHasa nporpamma. He cTouT Takke
3abblBaTb, 4TO CYLECTBYIOT flerajibHble ¥ OGecniaTHble Nporpammbl, KOTOpble
MOXHO HaWTU B CETW.

O nopTtane

CeTeBUYOK.p(h - TBOW INaBHbIA COBETYMK B CETU. 34eCb Tbl MOXeELLUb Y3HaTb
0 6e30MacHOCTM B CeTU MOHATHLIM W AOCTYMHbIM A3bIKOM, a MpU BO3HUKHOBEHWUN
KPUTUYECKON CUTyauum 06paTUTLCA 3a COBETOM. A TakXe MPUHATb yyacTue B
KOHKypcax ¥ cTaTb CaMbIM LM(POBLIM rpaxkgaHMHOM!



