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NHOOPMALIMOHHASA TAMSATKA
JJIA OBYYAIOLIIUXCA 1JISA PASMEIEHUSA
HA OOPNINAJIBHBIX UTHTEPHET-PECYPCAX

C KaX[JbpIM roJJOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a NIKOJIBHUKHM OJHU U3
CaMbIX aKTMBHBIX IIOJb30Barened Pynera. Mexay TeM, NOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET M MpoOJeMbl. DTa mamsTKa J0JDKHA IOMOYb Tebe 0e30MacHo
HaXOJUTBCS B CETH.

KomMmbrotepHsie BUPYCHI

KoMmmnbrorepHelii  BUpPYC - O3TO  Pa3HOBHUJHOCTb  KOMIIBIOTEPHBIX  IIPOIPAMM,
OTJIMYUTEILHOM OCOOCHHOCTBIO KOTOPOW SBIAETCS CHOCOOHOCTh K pa3sMHOXKEHuio. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT HOBPEIUTb WJIU MOJIHOCTHIO YHUUYTOXKHUTH BCcE (hailbl u
JAHHBIE, MOJKOHTPOJIbHBIE I0Jb30BATEI0, OT UMEHU KOTOPOro ObUIa 3aIlylIeHa 3apa’keHHas
IporpamMma, a TakKe MOBPEIUTh WIM JaXE YHUYTOXHUTH OINEPALUOHHYIO CUCTEMY CO BCEMH
¢aitnamu B nenom. B G0IbIIMHCTBE CllyyaeB pacpOCTPAHAIOTCS BUPYChl YePE3 UHTEPHET.

MeTopl 3aIUUTHI OT BPEJOHOCHBIX IPOTPaMM:

1. Mcnons3yii coBpeMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOLINE CEPhE3HBIA yPOBEHb
3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. TocTosHHO ycTaHaBIMBail mauTH (UM(POBHIE 3aILIATKH, KOTOPHIE aBTOMATUYECKH
YCTAaHABIIMBAIOTCS C MEIbI0 JOpaOOTKM TPOrpaMmbl) U Jpyrue OOHOBJIEHUS CBOEH
oreparmonHoi cucrembl. CkaunBail UX TOJIBKO ¢ ouLManbHOro caifra pazpadborurnka OC. Ecnu
CYLIECTBYET PEKUM aBTOMATUYECKOTO0 OOHOBIIECHHS, BKJIIOUH €T0;

3. Pa6oraii Ha CBOEM KOMIBIOTEPE IO IIPABAMHU IOJIB30BATENS, a HE aIMUHUCTPATOPA.
DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX TMPOrPAMM HHCTATUPOBATHCSI HA TBOEM
MEPCOHAIIBHOM KOMIBIOTEPE;

4. Vicnionb3yli aHTUBMPYCHBIE MPOTPAMMHBIE IIPOAYKTHI M3BECTHBIX IPOM3BOIAUTENEH, €
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3MIECKHI TOCTYI K KOMITBIOTEPY JUIS TOCTOPOHHUX JIMII;

6. Vcnonp3yii BHEIIHHE HOCUTENN HH(POPMALIMH, TAKUE KaK (JIemKa, TUCK Win (ailn us
MHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOUYHUKOB;

7. E[e oTKpbIBaii KOMIIBIOTEPHBIE (DAIbI, MOTyYEHHbIE M3 HEHAEKHBIX MCTOYHUKOB.
Haxe Te ¢ailsbl, KOTOpbIe MpHUCail TBOKW 3HAKOMBIN. JIydllle yTO4HU y HEro, OTHpaBiIsUl JU OH
Te0e ux.

Ceru WI-FI

Wi-Fi - 3T0 He Buj nepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JUIbL OpeH/1, Mapka. Eie
B 1991 rogy Huzaepnanjackas Kommanusi 3apeructpuponana openn «WECAy, uto o603Ha4ao
cioBocouetanue «Wireless Fidelity», KoTOpblii epeBOIUTCS Kak «OecIpoOBOIHAS TOUHOCTHY.

Jlo Hamiero BpeMeHHM Jolia japyras aOOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHosoruei. Iro abopeBuarypa «Wi-Fiy. Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha CTaHAApT
BbICIIEH 3BykoBOM TexHUKU Hi-Fi, 4To B mepeBojie 03HaYaeT «BbICOKAsi TOUHOCTh.

Ja, GecriaTHBIA MHTEPHET-IOCTYI B Kade, OTeIsIX M adporoprax SBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCHepThl CYUTAIOT, YTO O0IIeN0CTyIHbIE Wi-
Fi cetn He sBnstoTCs 6€30MaCHBIMHU.

Cosetsl 0 0e30MacHOCTH PaOOTHI B 0OIIEAOCTYIHBIX ceTax Wi-fi:

1. He nepenmaBaii cBorw ymuHyto uHpopManuio uepes obmiemoctynusie Wi-Fi cerw.
Paboras B HuX, *eJaTeNbHO HE BBOJUTH APOJIH JOCTYIA, JIOTUHBI U KaKue- TO HOMEepa;



2. Vcnionb3yii ¥ OOHOBIISM aHTHBMPYCHBIE IPOrPaMMBI M OpaHamMayep. TeM cambIM ThI
obe3omacuib ce0st OT 3aKauyKh BUPYca Ha TBOE YCTPOUCTBO;

3. llpu ucnonszoBanuu Wi-Fi orkmoun ¢ynkmuio «O0muii moctyn K Qaiinam u
npuHTepam». JlaHHas (QyHKIOUS 3aKpbITa MO YMOIYAHUIO, OJHAKO HEKOTOPHIE IOJIB30BATEIN
aKTHBHPYIOT €€ Ui y1oOCTBa UCIOIB30BaHUA B paboTe min y4eoe;

4. He ucnons3yii my6nanunsii WI-FI s nepenaud JMYHBIX JAHHBIX, HAPUMED JUIS
BBIXOZIa B COLIMAJIBHBIE CETU WIN B MIEKTPOHHYIO IIOUTY;

5. cnionb3yit TobKO 3amumennoe coeaunenne depes HTTPS, a me HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B MmoGuibHOM Tenedone orkmoun Qynkiuio  «lloakmouenue k  Wi-Fi  as-
ToMatuyeckn». He pormyckaii aBTOMaTHYECKOTO IMOIKIIOUCHUs yCTpoicTBa K cetsim Wi-Fi 6e3
TBOETO COIJIACHSI.

CouuanbHble CETH

ConuanbHble CETH aKTUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIIOJU PabOTaIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook yke 3apernctpupoBaH MULIMAp[ YEJIOBEK, UYTO SIBJISIETCS OIHOM
CelbMOW BCEX JKUTENEH IutaHeTsl. MHOTHE TOJb30BATENNM HE MOHUMAIOT, 4YTO WH(pOpMAIHs,
pa3MelieHHasi UMU B COI[MAIIbHBIX CETAX, MOXKET ObITh HaliJleHa U UCIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJIe He 0053aTeIbHO ¢ OJIaruMH HaMEPEHUSIMHU.

OcHOBHBIE COBETHI 10 OE30IACHOCTH B COL[UAJIBHBIX CETSX:

1. Orpannus crnmcok opyseil. Y Tebss B APY3bsSX HE JODKHO OBbITh CIy4ailHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3amumai CBOK YacTHyIO XKM3Hb. He ykasbiBall mapon, Tene(oHBI, agpeca, OaTy
TBOETO POXKJICHUS U JAPYTYIO JHUYHYIO HHPOPMAIHIO. 3OYMBIIUICHHHKH MOTYT HCIIOJIb30BaTh
Jake HH(OPMALIUIO O TOM, KaK Thl U TBOM POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYIIBI;

3. 3amumiaii CBOK PEIyTaLMIO - IE€PKHU €€ B YUCTOTE U 3a1aBail cebe BOIPOC: XOTel Obl
TBI, YTOOBI JPyTUE MOJIH30BATEIHN BUIEIH, YTO Thl 3arpykaems? [logymai, mpexae 4em 4To-To
OMyOJIMKOBATh, HAIIMCATh U 3arPy3UTh;

4. Eciu Tl TOBOPHILD C JIOABMH, KOTOPBIX HE 3HAEIIb, HE HUCIOJb3YH CBOE PEabHOE
UM B JPYTYIO JTMYHYI0 HHPOPMAIMU: UMsI, MECTO KUTEIBCTBA, MECTO Y4eObl U Ipoyee;

5. U3beraii pasmemenus pororpaduii B UHTEpHETE, T/e TH M300pakeH HA MECTHOCTH,
10 KOTOPOM MOHO OIPEAEIUTh TBOE MECTOIOI0KEHNUE;

6. Ilpu perucrpanyu B COUMAIBHON CETH HEOOXOIMMO HMCIIOIL30BATh CIOXKHBIE APOJIH,
cocrosire u3 OyKB U IU(P U ¢ KOJTUIECTBOM 3HAKOB HE MeHee §;

7. ITns conuanbHOM CeTH, MOUTHl U IPYIHX CAWTOB HEOOXOIUMO HCIOJIb30BaTh PasHbIE
napoiu. Torga ecinu Te0sl B3JOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOIYYaT AOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3zy.

DNEeKTPOHHBIE IEHbIU

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YJOOHBIM CIOCOO IUIaTeXel, OJHAKO CYILECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJYYUTh 3TH JIEHBIH.

DNEeKTPOHHBIE JECHBI'M MOSBUIMCH COBCEM HEJAaBHO M UMEHHO M3-3a 3TOr0 BO MHOIHMX
rocyJiapcTBax /10 CHX IOp He MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke OoHM (QYHKUMOHUPYIOT M O HHMX YK€ INpPOINUCAHO B 3aKOHE, IJe HX
pa3fessiFoT Ha HECKOJIbKO BHIOB - aHOHMMHBIE W HE aHOHMMHBIC. PasHHWma B TOM, YTO
AHOHUMHBIE - 9TO T€, B KOTOPBIX pa3pemiaeTcsi MPOBOIUTH omeparuu 0e3 uaeHTH(pUKauu
MOJTb30BATEIs], @ B HEAHOHUMHBIX MICHTU(UKAIMS TTOJIE30BATENS SBISIETCS 00S13aTEIIBHOM.

Taxxe cnenyer paznuyarh dJE€KTPOHHbIE (UATHBIE JEHbIH (PaBHBI rOCYIapCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHBIC He(pUaTHBIE IeHbIU (HE paBHBI TOCYAaPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI M0 0€30MacHON PabOTE € ANEKTPOHHBIMH JIEHbIAMHU:

1. IIpuBsbku Kk cueTy MOOMIIBHBIN TenedoH. DT0 camblil yIoOHBIH U OBICTPBIN crOCOO
BOCCTAHOBUTBH JIOCTYH K cuery. llpuBs3aHHbIM TeneoH TOMOXET, eciu 3a0yJemb CBOH
IJIATEKHBIN MapoJib I 3al/IeIIb Ha CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit ogHOpa3oBbie mapoiu. [locie mepexoma Ha YCHWICHHYHO aBTOPHU3ALIMIO
TeOe yxe He OyJieT yrpokaTh ONAaCHOCTh KpakH WIIM TlepexBaTa IJIaTeXHOro napoJis;



3. Breibepu cinoxHbiii maposb. I[lpecTynmHukam Oyaer He TPOCTO yraaath CIOKHBIN
napouib. HaziexxHble maposiu - 3T0 maposiu, KOTOpbIe COJlepKaT He MEHee 8 3HaKOB U BKJIIOYAIOT B
ce0si CTpOYHbIe ¥ MPOMHUCHBIE OYKBBI, HU(PHI 1 HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J10JUIapa,
¢byHTa, BOCKIHMIATENbHBIN 3HaK | T.11. Hanpumep, $tROng!;;

4. He BBOIUM CBOM JIMYHBIC JTaHHBIC HA CAliTaX, KOTOPHIM HE JI0OBEPSEILb.

DneKTpoHHAas o4Ta

DIEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTH 10 NEPECHUIKE U
IIOJIYYEHHUIO 3JIEKTPOHHBIX COOOILEHUHN, KOTOpPbIE PACHPEIENSAIOTCS B KOMIIBIOTEPHOW CETH.
OO6b14HO 3JEKTPOHHBIN MOYTOBBIM  SIIMK  BBIMIAJIUAT CJIEIYIOLIUM oOpa3zom:
UMs_TIONb30BaTENA(@UMs_JTOMEeHa. Takke KpoMme IepeJadyd IMpPOCTOro TEKCTa, HMeeTcs
BO3MOKHOCTb I€peIaBaTh (hailibl.

OCHOBHBIE COBETHI 110 OE30MaCHOM PabOTE C AICKTPOHHOM MOYTOM:

1. Hano BeIOpaTh NpaBWiIbHBINA MOYTOBBIM CEpBUC. B MHTEPHETE €CTH ONPOMHBIN BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJJHAKO JIyYIlle JOBEPATh TEM, KOrO 3HAellb M KTO NEPBbIN B
pEUTHHTE;

2. He ykaspiBail B JIMYHOM MOYTE JMYHYI0 MHpopManuo. Hanpumep, jydiie BHIOpaTh
«MY3BIKUIBHBIN (haHaT@» nmu «pok2013» BMecTo «remal 3»;

3. Hcnonp3yil ABYX3TanmHyl0 aBTOpHU3AlMI0. DTO KOrja MOMHUMO Mapojisi HYXKHO
BBOJIUTH KOJI, TPUCHLIaeMbIil o SMS;

4. BeiGepu CIOXHBIA Maposb. Jlas KaXIoro MOYTOBOIO SIIMKA JOJKEH ObITh CBOM
HAJIC)KHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTb BO3MOMKHOCTb HAIMCATh CAMOMY CBOM JIMYHBIA BOHPOC, MCIONB3YH 3Ty
BO3MO>KHOCTb;

6. Mcnonb3yii HECKONBKO IIOYTOBBIX SIIMKOB. IlepBHIA IJI Y9acTHOM MEPENUCKH C
ajzipecaTaMM, KOTOPBIM Thl JIOBEpsEIb. JTO 3JIEKTPOHHBIN aJpec HE HAA0 MCIOJIb30BaTh IpU
peructpanuu Ha Gopymax U caTax;

7. He oTkpbiBail (aiiibl U APyrue BIOXKEHHS B MHMCbMAaX, )€ €CIM OHH MPHUILIA OT
TBOUWX Jipy3ei. Jlydie yrouHr y HUX, OTIPABIISUIH I OHU TeOe 3TH (paiiisr;

8. Ilocne okoH4aHWs PabOTHI HA MOYTOBOM CEPBUCE IIEPE] 3aKPHITHEM BKIAIKH C
caiiToM He 3a0y/1b HaxaTh Ha «BeIATIY.

KubepOymauHr win BUPTyaIbHOE U3AEBATEIHCTBO

KubepOynnuur - mnpecinegoBaHUE COOOIICHHUSMH, COJEPXKAIIMMH  OCKOpOJIEHUS,
arpecculo, 3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOILIBIO PA3TUYHBIX
UHTEPHET-CEPBHCOB.

OcHoBHbIE COBETHI IO OOPBHOE ¢ KNOEPOYIITMHIOM:

1. He 6pocaiics B 6oit. JIyummii croco0: mocOBETOBAThCS Kak ce0si BECTH U, €CIIH HET
TOr0, K KOMY MOXHO OOpaTUTbCs, TO BHadajie YCIOKOMThCS. Eciu Thl HayHellb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS], TO TOJIBKO €111e O0JIbIIe Pa30iOKelb KOHIIUKT;

2. Vmpapnsil cBoell KubeppernyTanuei;

3. AnonuMHOCTE B cetH MHHMMas. CyIIECTBYIOT CIOCOOBI BBIICHHTH, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

4. He CTOUT BECTH XYJIUTaHCKUH 00pa3 BUPTYaIbHOMN KU3HH. HTEpHET PUKCUPYET BCE
TBOM JICHCTBUS M COXpaHsET UX. Y NaIUTh UX OyJeT KpaifHe 3aTpyAHUTENbHO;

5. Cobnronaii cBOKO BUPTYAIBHYIO YECTh CMOJIOJLY;

6. Urnopupyii enmHuuHbli HeratuB. OHOPa30Bble OCKOPOMTENBHBIE COOOIEHHS
Jy4ie urHopupoBaTh. OOBIUHO arpeccus MpeKpamaeTcsl Ha Ha4yaJlbHOM CTauu;

/. Ban arpeccopa. B nporpaMmax oOMeHa MTHOBEHHBIMU COOOLIEHUSIMH, B COIUATBHBIX
CeTAX €CTh BO3MOXKHOCTb OJIOKUPOBKHU OTIPABKU COOOILIEHUI € ONpeesIEHHBIX aPECOB;

8. Ecim 1ol cBumerens KkuOGepOyinmMHra. TBOM JEWCTBHMA: BBICTYNHTH IIPOTHB
IpecieoBarens, MOKa3aTb €My, YTO €ro JEWCTBHS OLEHUBAKOTCS HEraTUBHO, MOJIEPXKaTh
KEpPTBY, KOTOPOH HYXKHA IICHUXOJOrMYecKas IOMOIb, COOOIIUTh B3pOCIABIM O (akTe
arpecCUBHOTO MOBEICHMS B CETH.



MoOwibHBIN TenehoH

CoBpemeHHble cMapTGOHBI U IUIAHIIETHl COAEpKaT B ceOe BIOJHE B3pOCIbII
(GyHKIMOHAN, W TEHmepb OHU MOTYT KOHKYPHUPOBaThb CO CTAllMOHAPHBIMH KOMIIBIOTEPaMH.
OpnHako, CpeaCTB 3aIUTHI ISl HOJOOHBIX YCTPOMCTB MOKa OYeHb Maio. TecTUpoBaHHE M OUCK
yS3BUMOCTEM B HUX IIPOMCXOAMT HE TaK MHTEHCUBHO, Kak Ui EIK, To ke camoe kacaercs u
MOOUJIBHBIX MPUIIOKEHUI.

CoBpemeHHbIe MOOMIIbHBIE Opay3epbl YK€ MPaKTHUECKU JAOTHAIM HACTOJIbHbBIE aHAJIOTH,
OJTHAKO paciiupeHue (yHKIMOHala BjedyeT 3a COO0OH OOJBIIYIO CIIOXKHOCTb M MEHbIIYIO
3aIUIICHHOCTD.

Jlaneko He Bce MPOMU3BOJUTEIM BBITYCKAIOT OOHOBIIEHMSI, 3aKpBIBAIOLINE KPUTUYECKHE
YSI3BUMOCTH JUJIsl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JUI 6€30aCHOCTH MOOMIIBHOTO TeJe(oHa:

Huuero He sBisiercs mo-HacTosimeMy OecruiaTHbIM. bynbs ocroposkeH, Benp Korga tede
MpeyIaraloT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe- TO TUIaTHBIC YCIIYTH;

Hymaii, npexnae dem otnpaBute SMS, ¢oro mimm Buaeo. Thl TOYHO 3HAENIb, TJe OHH
OyZIyT B KOHEUHOM UTOTE?

Heo6x011M0 00HOBIIATH ONEPALIMOHHYIO CUCTEMY TBOEIO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIsI MOOWIIBHBIX TeIe()OHOB;

He 3arpyxaii mpuiaoXeHus OT HEM3BECTHOI'O HCTOYHUKA, BEIb OHU MOTYT COJIEP)KATh
BPEJIOHOCHOE ITPOrpaMMHOE 00ecIIeueHHE;

Ilocne Toro kak Thl BbIijielIb C caiiTa, e BBOAWI JUYHYIO HH(OpMaluio, 3aliu B
HACTpOIKHU Opay3epa u ynaimm cookies;

[leproanuecku npoBepsAil, Kakue MJIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOWIIBHOTO Telie()OHA TOIBKO JIFOJISIM, KOTOPBIX THI 3HACIIb H KOMY
JIOBEPSEILD;

Bluetooth gomxen ObITh BBIKJIFOYEH, KOTJa Thl UM HE ToJib3yenibes. He 3a0biBail nHorIa
IIPOBEPSATH ITO.

Online urpsl

CoBpeMEHHbIE OHJIAMH-UTPBl - 3TO KpacOYHbIC, 3aXBATbIBAIOLIME pa3BIICUCHMUS,
00bEIUHSIOIINE COTHU THICSY YEJIOBEK 0 BceMy Mupy. Urpoku uccnenyror NaHHBIE UM MHUD,
OO0IIAIOTCS APYT € APYrOM, BBIIOJIHSIOT 3aJlaHMsl, CPAXKAIOTCA C MOHCTPAaMH M IMOJIYYalOT OIBIT.
3a yJIOBOJBCTBUE OHM IUIATAT: MOKYMAKOT JUCK, OIJIAYMBAIOT a0OHEMEHT WJIM MPHOOpETaroT
KAaKHE-TO OILHUH.

Bce st cpenctBa uMayT Ha MoAJep)KaHWE M Pa3sBUTUE WIPbI, a TakXKe Ha caMmy
0€30MacCHOCTh: COBEPUICHCTBYIOTCSI CHCTEMBbl aBTOPHU3ALIMM, BBITYCKAIOTCSI HOBBIE IAaTYU
(uMdpoBbIe 3amIaTKy ISl IPOTPAMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B nono0HBIX Wrpax CTOUT omacaTrbCs HE CTOJBKO CBOMX COIEPHUKOB, CKOJBKO KpaykKu
TBOET0 NapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMAa aBTOPHU3AL[MH OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI IO O€30MAaCHOCTH TBOETO UI'POBOI'0 aKKAyHTa!

1. Ecnu npyroii urpok Benet ceOst IIIOX0 MM CO3AaeT TeOE HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Tloxamyiics aJAMHHUCTPATOpPaM MIPbl Ha IUIOXOE€ MOBEJEHHE 3TOTO MIPOKA,
JKEJIaTeIbHO MPHIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yka3bIBail muunyto nHpopmanuio B npogaiiie urpsl;
VYBaxall Ipyrux y4aCTHUKOB II0 UTPE;

He ycranapnuBaii HeouuaabHble TaTYH U MOJBI;
Hcnons3yit cnoxHbIE U pa3HbIE apOJIH;

Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [Ioka ThI urpaems, TBON
KOMIIBIOTEP MOTYT 3apa3UTh.

@UIIMHT WIN Kpaka JIMYHBIX TaHHBIX

OObIyHOW Kpakel JeHer M JOKYMEHTOB CEerofiHs YK€ HHKOTrO HE YIUBHUIIb, HO C
pPa3BUTUEM HHTEPHET-TEXHOJOTUN  3JIOYMBIIIJIEHHUKH IEPEMECTUINCh B HHTEPHET, U
IIPOAOIIKAIOT 3aHUMAThCS «IFOOMMBIMY JETIOM.

Nk w



Tak mosiBUIaCh HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIMHT, TJIaBHAS IICITb
KOTOPOTO COCTOHWT B MOJyYEHUU KOH(PUIACHIMATHHBIX JAaHHBIX MOJB30BAaTENEH - JIOTUHOB U
naposeit. Ha anrnmiickom si3bike phishing unraercs xak ¢umunr (ot fishing - peiOHas 0B,
password - maposb).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITUHTOM:

1. Cnenn 3a cBomm akkaynroM. Eciu Thl HOmO3peBaeib, 4TO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBATh €€ U COOOIIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM
KaK MO>XHO CKopee;

2. Vcnionb3yit Ge30macHble B€O-CaiThI, B TOM YHCIIE, HHTEPHET-MAra3uHOB M IIOUCKOBBIX
CHCTEM;

3. Hcnionb3yil CIOKHBIE M pasHble maposid. Takum o0pa3om, eciau Teds B3JIOMAKOT, TO
3JI0YMBIIIJICHHUKH TIOJTy4aT IOCTYII TOJIBKO K OJHOMY TBOEMY PO(DUIIO B CETH, a HE KO BCEM;

4. Ecmu Tebs B3IOMaIM, TO HEOOXOAMMO TNPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE T0OABJIEHBI y TeOs B APY3bsSX, O TOM, YTO TeOS B3JIOMAaIH M, BO3MOXKHO, OT TBOETO
UMEHHM OyZEeT pacchUIaThCs CIaM U CCbUIKM HA (DPMIIMHIOBBIE CAlThI;

5. Ycranosu Hanexusii naposs (PIN) Ha MOOMIBHEIA Tene(oH:;
6. OTkiIF0uM COXpaHeHHUe MapoJis B Gpaysepe;

/. He oTkpbiBaii (ailiibl ¥ Apyrue BIOKEHHS B MHUCbMaX, JAKe €CIM OHU MPHUILUIA OT
TBOMX JIpy3ei. Jlydie yrouHu y HuX, OTIIPABIISUIH JIH OHH TeOe 3TH (aiiibl.

[Mudposas permyrarus

[Mudposas penyranus - 3T0 HEraTUBHAs WJIM MO3UTHBHAs MHPOpPMALUsA B CETU O Teoe.
Komnpomerupyromas nHpopMmalysi, pa3MelieHHas B UHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3UTbCs Ha TBOEH peanbHOM xu3HU. «LludpoBas penmyraus» - 3T0 TBOW UMHJIK, KOTOPBIN
dhopmupyeTcs U3 HHPopMauu o Tebe B HHTEPHETE.

TBoe MecTO JKHUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE IIOJOKEHHUE, OCOOCHHOCTH
XapakTepa M paccKasbl O OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHor#e noJPOCTKH JIETKOMBICIIEHHO OTHOCATCS K IMyOJMKAUK JTMYHOW WH(POPMAIUU B
WuTepHere, HE MOHMMas BO3MOXKHBIX MocieACcTBU. Thl Jake HE CMOJKEIIb J0ralaThCsl O TOM,
4yTo oTorpadus, pazMelleHHas 5 JIeT HazaJl, cTajla IPUYNHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTtapuu, pasmenieHue TBoux ¢ororpaduii M apyrue JeWCTBUS MOTYT He
UCYE3HYTh JaXKe IOCJIE€ TOro, Kak Thl MX yJaluilb. Thl HE 3HAElIb, KTO COXPaHWI 3Ty
nH(popMalKIo, MoNajla JU OHa B MOMCKOBBIE CUCTEMBl U COXpPAHWJIACh JU OHA, a IJIABHOE: YTO
MOYMAIOT O TeOe OKpYyXKarollue JIOAHU, KOTOpble HaWAyT M yBUIAT 3T0. Halitn mHpopmanuio
MHOTO JIET CIYCTSl CMOXET JIto00i - Kak M3 J0OpbIX MOOYXKACHHUH, TaK U C HaMEpEeHUEM
MPUYUHUTE Bpell. ITO MOKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 10 3aIUTE HUPPOBON pemyTaUu:

1. TTogymaii, npexze yeM 4TO-TO MYOJIMKOBAaTh M TepenaBaTh y ceOs B Giore wid B
COITMAJIbHOM CETH,

2. B nactpoiikax npoduiist yCTaHOBU OIPaHUYEHHS HAa TIPOCMOTP TBOETO MPOQHIIS U €r0
COAEPKUMOTO, CAETAl €ro TOJIBKO <l IPY3ei»;

3. He pasmernaii u He ykasbiBail MH(QOPMALIMIO, KOTOPas MOKET KOTO-TM60 OCKOPOJIATH
WM OOMKaTh.

ABTOpPCKOE IIPAaBO

CoBpeMeHHbIE INIKOJIbHUKH - AKTUBHBIE IOJIb30BATeIN LU(PPOBOIO IMPOCTPAHCTBA.
OnHako Aajeko He BCe 3HAIOT, YTO MOJIb30BAHME MHOTUMH BO3MOXHOCTSIMH IIU(PPOBOrO MHUpPA
TpeOyeT coOI0IeHHS TIPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyaldbHasi COOCTBEHHOCTBY» OTHOCUTCS K Ppa3IUYHBIM TBOPEHUSM
YeJI0BEYECKOr0 yMa, HAauMHAasl ¢ HOBBIX M300peTEeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPONYKTHl M YCIyTHM, M 3aKaHuMBasg KHuUramu, ¢otorpadusmMu, KuHOPUIBMaAMU H
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS
HayKH, JIATEPATypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBHICTYNAIOT B KAYECTBE TapaHTHH TOTO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI TPy aBTOpa He OyJIeT HalpacHBIM, JAacT €My CIpaBeJIMBbIE



BO3MOXXHOCTH 3apalo0TaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro 6e3 pa3pereHust aBTopa He MOKET BOCIIPOU3BOANUTE €T0 MTPOU3BEICHUE, PACTIPOCTPAHSITH,
myOJIMYHO JAEMOHCTPUPOBATh, MpPOJaBaTh, WMIOPTUPOBATH, MYCKaTh B MPOKAT, MyOIMYHO
UCIIOJIHSATH, MTOKA3bIBATH/UCIIONHATH B 3(upe win pa3Meniath B IHTepHETE.

Hcnonb30BaHne «MUPATCKOTO» MIPOrPAMMHOTO 00ECTICUEHUSI MOKET MIPUBECTH K MHOTUM
pUCKaM: OT TOTEPU AAHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOWCTBA, TJIE
yCTaHOBJIEHA HeleraibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHbIC
1 OecIiaTHbIE IPOrpaMMBbl, KOTOPbIE MOKHO HAMTH B CETH.

O noprane

CereBu4ok.pp - TBOH TJaBHBIH COBETYMK B CETH. 371eCh Thl MOXEIIb Y3HATh O
0€30MacCHOCTH B CETH TOHSATHBIM U JOCTYITHBIM SI3BIKOM, & MPU BO3HUKHOBEHUU KPHUTUYECKOU

cUTyanud OOpaTUTHCS 3a COBETOM. A TakKe NMPUHATh YYacTHE B KOHKYpCax M CTaTh CaMbIM
1UGPOBBIM I'PaXKJAHUHOM!
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